
The EnCase Enterprise Automated Incident 
Response Suite, an add-on module to EnCase 
Enterprise, integrates with select IDS systems, 
tying together the automated incident 
response equation. This integration provides an 
unprecedented level of information while security 
events – as identified by the IDS system – are 
actually taking place.

Some of the key features of this EnCase Enterprise 
Incident Response suite are:

Automated incident response and analysis

As alerts from the IDS are created, a real-time 
automated incident response process known as 
a “Snapshot” takes place on hosts involved in the 
event. Immediate analysis from the source and 

target reveals details of known, unknown and 
hidden processes, TCP network socket information, 
open files, event logs, device drivers, services 
and more, to show whether machines have been 
compromised. Each event goes through a two-step 
process to filter out false positives and assess 
whether a machine was actually compromised.

For specific events, subsequent automated 
Snapshots are triggered shortly after the event 
to show attack results in time slices, revealing 
whether the event actually occurred, and if so, 
its impact and origin. Depending on the alert 
level, Snapshot can be easily configured to 
grab additional information from hosts such as 
event logs and specific configuration files. The 
aggregation of the IDS event data and EnCase 

Snapshot data into a central location in real-
time gives incident responders, security analysts 
and others the information they need to truly 
understand whether an incident occurred and      
its impact.

Incident impact analysis

The task of identifying exactly what happened to 
a machine during an attack remains challenging if 
you don’t have an automated solution that tracks 
the event as it’s taking place. EnCase Enterprise 
has the unique ability to take multiple Snapshots in 
timed intervals and correlate a system’s Snapshot 
of data across time to give you a detailed analysis 
of the precise impact of a computer attack against 
a machine or a set of machines.

Make the most of your existing security investments 
Your Intrusion Detection Systems (IDS) kick out 
hundreds or thousands of alerts each day. But it’s 
nearly impossible to learn which alerts pose a true 
danger – and no organization has the resources 
to track and analyze every alert. By the time you 
determine which alert is most critical using manual 

procedures and tools that are not integrated, it’s 
too late. During that time – between when an 
event occurs and the time you are able to respond 
– the information you need is stale, no longer 
relevant, or simply gone.

EnCase Enterprise solves the problem by 
integrating seamlessly with your IDS and other 
security monitoring systems – giving you the vital 
information you need to respond to incidents fast 
and effectively.

Automated Incident Response

“Guidance Software’s EnCase 

Enterprise is a key component in 

our suite of security tools, helping 

us perform fast and effective 

incident response -- without 

disrupting business. In fact, it 

has enabled us to implement 

an enterprisewide process for 

resolving incidents. Over the last 

three years, we have found that 

the value of EnCase Enterprise 

has far exceeded its cost. Working 

with Guidance Software, we’re 

continuing to explore new and 

cutting-edge ways to leverage the 

power of EnCase Enterprise.”

Jerry Zepp, CISSP
Incident Response Manager, 

SEI Investments
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Intrusion detection system 
(IDS) monitors network for 
security events

EnCase periodically polls
IDS for events

IDS events meeting response 
criteria are placed in the 
Snapshot queue

EnCase automatically performs
a Snapshot response on the
source and destination nodes

Snapshot and IDS event data
are collected and stored in 
the Guidance Software event
response database
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Reports and analysis takes
place via real-time web
interface
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Real-time Web-based incident analysis

Our Web-based interface provides access in real-time to dynamic Snapshot information and IDS event 
information stored in the EnCase Enterprise event response repository. Security analysts can drill down 
into specific events for deeper analysis without using additional software. The Web interface also gives 
you information on historical events and Snapshot results for reference during incident response and 
analysis.

Advanced reporting

With EnCase Enterprise, you have a number of preconfigured reporting tools that help you create 
meaningful and very specific HTML or Excel reports based on the Snapshot response data to show:

n	 All machines that have been compromised during an attack

n	 Specific machines involved in events during a specific timeframe

n	 The origin of a virus and where it spread

n	 Only machines running unauthorized processes, or all machines that are running hidden processes or 
talking on unauthorized ports. 

The EnCase Enterprise Automated Incident Response Suite includes a robust set of reporting tools. It 
allows the largest of organizations to present information in a manner that is most meaningful to the 
reviewer – from the analyst to the executive.

Automated alerting

This powerful EnCase Enterprise add-on module uses automation technology that enables you to define 
custom logic to query its event response repository at given intervals, for specific types of events.

EnCase looks for events that meet specific criteria, such as:

n	 A level-one alert that is running an unauthorized process

n	 A machine running an unknown process that is hidden and talking on a high port

It can then automatically create an HTML report, e-mail it to specified recipients so they can understand 
the event and take follow-up action as required.

The EnCase Enterprise Automated Incident Response Suite integrates with select IDS and SIM systems, tying together 
the incident response equation so you can take action faster.

The Web-based interface gives you access to 
dynamic Snapshot information and IDS event 
information stored in the EnCase Enterprise event 
response repository.



These software components are required to make use of  
EnCase Enterprise Automated Incident Response Suite:

MS SQL or MYSQL database*

Enables aggregation of event data and staging of events

MS IIS or APACHE webserver*

Provides online access to Snapshot data

IDS Integration Examiner**

Dedicated EnCase examiner that runs IDS integration scripts

Snapshot-enabled enterprise connections*

Defines the number of machines can that be responded to at any given moment

EnCase Enterprise SAFE software*

Provides authentication and performs the Snapshot analysis requests

EnCase Enterprise Examiner*

Software installed on an investigator’s computer to perform deep incident response, forensic 
investigations and to audit systems

EnCase servlets

A nonintrusive and passive piece of software installed on workstations and servers that 
enables analysis of computers

IDS integration**

Read-only ODBC connectivity to supported intrusion detection systems 

* Sold seperately
** Ships as part of the AIR suite

Count on Guidance Software expertise
Founded in 1997, Guidance Software is recognized worldwide as the industry leader in investigative 
technologies. Its EnCase® solutions provide the foundation for both law enforcement and corporate 
enterprise investigations that enable corporate, government and law enforcement agencies to conduct 
effective investigations of all types, respond promptly to eDiscovery requests, and take decisive action in 
response to external attacks, all while maintaining the forensic integrity of the data. More than 20,000 
investigators depend on EnCase software, and more than 5,000 investigators attend Guidance Software’s 
forensic methodology training annually. Validated by numerous courts worldwide, EnCase is also 
frequently honored with top security awards from eWEEK, SC Magazine, Network Computing and others.
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Make the most of your security investments through IDS integration
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